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Using Facebook for Third-Party Authentication

o Setting Up the FACebOOK APPIICATION. .....uiiiiiiiiie ettt et ettt e et e e e sab e e e tbee e sbaaessbee e sbeeesssaaessseeessseeeasssaesnsees 5
o  Setting Up Cloudpath for Facebook AUthENtICAtioN.......ccuiiiiiiiecicee ettt ere e et e e e e aeeesasaeenne 5

Setting Up the Facebook Application

Before configuring Cloudpath for Facebook authentication, you must set up the Facebook application.

What You Need To Set Up the Facebook Application

o  Facebook login credentials
e Name and Namespace for your application
e  Display Name for your application

e Domain and Website URL for your application

Creating the New Facebook App

The steps given here are only very high-level to inform you what information you will need to collect from your Facebook project that is needed on
the Cloudpath Ul-side configuration. You need to refer to your Facebook developer's documentation for all the information about creating your
application.

Go to http://developer.facebook.com

Log in using your Facebook credentials.

Follow the instructions in the developer's manuals on how to create a website application.

During the process, you need to create an App ID.

ok 0 e

Later in the process, you can go to the dashboard, where both the App ID and the App Secret are shown. Be sure to write down these
values because you will need them during the Cloudpath configuration process.

6. Continue the configuration process in the Basic Settings area. You will need to add a Website platform.

7.  For site URL and Valid OAuth Redirect URI, obtain this information from the Cloudpath workflow process in the Cloudpath Ul. When you
choose the "Authenticate to a third party" step and click Next, scroll down to the "Facebook" section and click the "Facebook
Supported ?" checkbox.

Setting Up Cloudpath for Facebook Authentication

After the Facebook application is set up, you configure an authentication step in Cloudpath to prompt the user for the Facebook credentials.

What You Need to Configure Cloudpath for Facebook

e  Facebook App ID
e  Facebook App Secret

e  (Optional) Scope parameters, Event ID, and Liked Page ID for your Facebook application

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Setting Up Cloudpath for Facebook Authentication

How to Add Facebook Authentication to the Workflow

1. Create an enrollment workflow for third-party authentication.
2. Add an enrollment step that prompts the user to authenticate through a third-party source.

3. Select Create a new configuration.

The Third-Party Authentication Setup page allows you to specify which third-party sources are allowed as well as API information related

to those sources.

4. Enter the Name and Description of this configuration.

FIGURE 1 Cloudpath Third-Party Authentication Setup

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using Facebook for Third-Party Authentication
Setting Up Cloudpath for Facebook Authentication

5. Inthe Facebook Configuration section, check the Facebook Supported? box and complete the following fields:
e App ID-The App ID from the Facebook application you just created.
o Secret - The App Secret from the Facebook application you just created.
e  Optional settings:

- Scope - A comma separated list of permission names that allows the application to read or write additional data (such as email
or user_group) from the Facebook application. If scope is left blank, you can only obtain the Facebook profile ID, URL, and
Name.

- Event ID and Liked Page ID - Allows the application to provide additional information about the user. The Scope must include
user_likes to use Liked Page ID, and user_events to use Event ID. Adding a user_event (or user_likes) in the Scope allows you to
create a filter in the workflow based on whether a user is in the user_event (or user_likes) group. See the Identity Information in
the Enrollment Record to view the User Groups.

NOTE
To obtain the Event ID or Page ID, right-click on the FB page or event and View Page Source, then search for the string event_id
or page_id.

6. Click Save. The Facebook authentication step is added to your enrollment workflow.

FIGURE 2 Workflow with Facebook Authentication

Workflows AddWorkfiow P

O Productor . Pubilished E enroll/Annad I TesSVT/Productio 20170427 1

37 MDT

I

Enroliment Process

-
P Welcome Message and AUP LS X [E

»
X / Visitors 7 X E

-
via Facebook Authentication LS X E

-
o eng-Annad3 and assign certificale using Guest Policy Templat... ra
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Using Facebook for Third-Party Authentication
Setting Up Cloudpath for Facebook Authentication

User Experience for Facebook Authentication

During the enrollment process, the user is prompted to authenticate using their Facebook credentials.
e If the user is logged into Facebook, the enrollment continues.

e |[f the user is not logged into Facebook, they are prompted to log in, and after a successful authentication, redirected back to Cloudpath to

continue with the enrollment process.

FIGURE 3 Authenticate Using Facebook

Start Over Powered by Ruckus Networks

RUCkUS

Simply Better Wireless.

Login via Facebook

Use your existing Facebook credentials to authentic ate to
the network.
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Using LinkedIn for Third-Party Authentication

o Setting Up the LINKEAIN APPIICAtION. ... .iciiiiieciecie ettt ettt ettt eteeve e teeseeebeebeesssesaseesseessaessseasseessaenseeseesssesnsaenseesssensseanns 9
o  Setting Up Cloudpath for LinkedIn AUthENTICAtON. .......ccuviiiiiie ettt et be e s re e s s e e aeessaessneenns 20

Setting Up the LinkedIn Application

Before configuring Cloudpath for Linkedln authentication, you must set up the LinkedIn application.

What You Need To Set Up The LinkedIn Application

o LinkedIn login credentials
e Name and Description for your application

e  \Verification of company URL with your application. This is required to create Oauth 2.0 "scopes," which define what your application can
do on a user's behalf. This process is described in How to Set Up the LinkedIn App on page 9.

e  JavaScript APl Domain

How to Set Up the LinkedIn App

1. Navigatetohttp://developer.LinkedIn.com.
2. Signin to your LinkedIn account.

3. Click Create app.

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

4. The Create an app page displays. The top part of that page is shown below:

FIGURE 4 "Create an app" Screen on LinkedIn Developers Site

m DEVELOPERS Products Docsand tools ¥  Resources ¥ Myapps ¥

Create an app

* indicates required

App name*

CloudpathTestApp

Linkedln Page *

@ This action can't be undone once the app is saved.

Enter your company’s LinkedIn Page URL or name

The LinkedIn Page you select will be associated with your app. Verification can be done by a Page Admin. Learn more

=+ Create a new LinkedIn Page (£

5. Enter the name of your application, then click + Create a new LinkedIn Page to enter information about your company. The following
screen is displayed.

FIGURE 5 Creating a LinkedIn Page for Your Company

Create a LinkedIn Page

Connect with clients, employees, and the Linkedin community. To get started, choose a page type.

] R =] i

Small business Medium to large business Showcase page Educational institution
Fewer than 200 employees More than 200 employees Sub-pages associated with an Schogls and universities
existing page

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

6. Click on the applicable button for your business; the example below shows the screens for a "Small business."

FIGURE 6 Identity Information for Your Company: Top Portion of Screen

Page identity Page preview @

JeffOauthTest1 Company

JeffOauthTest1 Company

slic URL* @
smpany/ | jeffoauthtestl-company

e Name: Enter the name of your company.

o  LinkedIn public URL: This field will be generated based on what you enter in the "Name" field.

e  Website: This field is optional.

FIGURE 7 Identity Information for Your Company: Middle Portion of Screen

Company details

Industry*

Automotive hd J

Company size*

[ 2-10 employees - }

Company type*

[ Self-employed

Select the appicable options from the drop-down lists.
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FIGURE 8 Identity Information for Your Company: Bottom Portion of Screen

Profile details

cplogo.PNG PNG Tkb %
Upload complete

Tagline @

Example: A family-run accounting firm that promises you won't lose sleep

| over filing your taxes

| verify that | am an authorized representative of this organization and have the
right to act on its behalf in the creation and management of this page. The

organization and | agree to the additional terms for Pages.
Create page

e Logo: Upload a logo if desired.

e Tagline: Enter a tagline if desired.

e \Verification checkbox: Read and check this box in order to proceed.

Click Create page.

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

7. Click on the tab in your browser that has the original "Create an app" page that you already started.

FIGURE 9 Returning to "Create an App" Page: Top Portion of Screen

Create an app

* indicates required
App name*
CloudpathTestApp

LinkedIn Page *

(@D This action can't be undone once the app is saved.

- x

The LinkedIn Page you select will be associated with your app. Verification can be dene by a Page Admin. Learn more

Privacy policy URL

Begin with http:// or https://

e  App name: The name of the application you created is displayed.
o LinkedIn Page: Start typing the name of your application, then select it.

e  Privacy policy URL: Optional field.

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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FIGURE 10 Returning to "Create an App" Page: Bottom Portion of Screen

App logo™*

Upload alogo |

Square image recommended. At least one dimer

Legal agreement

| have read and agree to these terms

This is the logo displayed to users when they authorize with your app

n should be at least 100px

When you develop on our platform, you are agreeing to be bound by our API Terms of Use.

Upload your logo, check the legal agreement, then click Create app.

The application is created, and you are returned to a screen that provides the information you just configured. The screen that is displayed

is shown below in two parts:

FIGURE 11 Application Created: Top Portion of Screen

CloudpathTestApp
Client ID: T7jrtqilipdyid | Created: Mar 31, 2021
Settings Auth Products Analytics Team members
App settings
Company:

feotsus | JeffOauthTest1 Company

Automotive; 1-10 employees

This app is not verified as being associated with this company.

Learn more

Managing settings for your app
Here, you can adjust your application settings.

App logo and privacy policy URL

The app logo and privacy policy URL entered will be
) your app requests access to

their Linkedin member data

shown to each user wh

| Delete app

Verify
Widgets
If your app uses widgets you are required to add the
domains where your widget is hosted. Linkedin will
validate and whitelist these domains.
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8.

FIGURE 12 Application Created: Bottom Portion of Screen

Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

App name: CloudpathTestApp
Privacy policy URL:
Neo privacy policy URL specified

App logo:
This logo is displayed to users when they grant access to th

Additional settings

Widgets

Domains:

No domains yet

1eir data for your app.

To verify your company with your application, click the Verify button (see Figure 11). The following screen is displayed.

FIGURE 13 Verifying Your Company

Verify company

B

Company verification

When a Page
Page Admins te

o4 th

sLociation to an app it al
this assocation

Once verification is complete, it cannot be undons:

Verification process

complete the process by

ving the association,

2. Duning the apps
COMMCT

e 1o the Page Admin,

Verification URL

Generate URL |

1. Please send the wenfication URL 1o a Page Admin for JeffOauthTest Company, They will be able 1o

ame, profile image, current title, current company name and

lso takes responsibility for i This also enables

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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9.

10.
11.

Click the Generate URL button. The URL is generated, as shown in the following screen.

FIGURE 14 Using the Verification URL

Company verification

. When a Page verifies the association to an app it alsc takes responsibility for it. This also enables
LA ) . Py
(=] Page Admins to view this association,

Once verification is complete, it cannot be undone.

Verification process

1. Please send the verification URL to a Page Admin for JeffOauthTest1 Company. They will be able to
complete the process by approving the association

2. During the approval process, your name, proﬁle image, current title, current company name and
connection will be visible to the Page Admin,

Verification URL [l Copy URL

R RO OO OO

Verify company )

C‘“lce' m

Copy the URL (and click I'm done.)

following screen, which shows the example company "JeffOauthTest1 Company" created earlier.

FIGURE 15 Pasting the URL Into a Browser to Verify the Company

[ ceveLorers Presducts

Verify responsibility for an app

Hi Jeffrey Keath, venfy that your page JeffOauthTest] Company is respensible for
the app CloudpathTestApp.

Once the virfication is complete, i can’t be undone. Learn mane

m CloudpathTestApp

an app that would be associated with your company

leffOauthTest] Company
a Linkedin Page that you manage

]
Decline request | [T
]

Paste the URL into a new tab on your browser (and click on the highlighted link as you paste it into the browser). You will receive the

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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12. Click Verify. A successful verifcation will yield the following screen.

FIGURE 16 Verification Successful

Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

Thanks!

CloudpathTestApp is now verified with your Linkedin Page

Continue to LinkedIn Developers

13. From the Developer's page, click on the Products tab, then sign in with LinkedIn.

FIGURE 17 Signing in With LinkedIn from the Products Tab of Developer's Page

Settings Auth Products Analytics

Products

Additional available products

Marketing Developer Platform

View docs [ View endpaints

Share on Linkedin

View docs [2 View endpaints

View docs [ View endpaints

Team members

@ Build marketing experiences to reach the nght audiences

Amplify your content by sharing it on Linkedin

Sign In with Linkedin
@ Let users easily sign in with their professional identity

Review in progress

NOTE

You can refresh the page after a few minutes to check if the review has completed. You will also receive an email notification

once you application has been verified as being associated with your company. Once verification is successful, the "Sign in with

Linked In" step adds the "r_emailaddress" and "r_liteprofile" scopes to the OAuth 2.0 scopes (as shown in Figure 20). These
scopes allow the Oauth integration to use the primary e-mail address associated with the LinkedIn account as well as the
person's name and photo. Without these scopes being successfully added, the Oauth integration fails.

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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14. On the Developer's page, go to the Settings tab, then scroll down to the "Widgets" area, use the pencil icon to add your domain, and click

Update.

FIGURE 18 Adding Your Domain to Widgets

Additional settings

Widgets
Domains:

hittps:/jefi243.cloudpath.net

=+ Add domain

e

18

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
Part Number: 800-73661-001 Rev A



Using LinkedIn for Third-Party Authentication
Setting Up the LinkedIn Application

15. Click the Auth tab of the Developer's screen. An example figure is shown below in two parts:

FIGURE 19 Auth Tab Settings of Newly Created Application - Top Part of Screen

m DEVELOPERS Products Docsandtools ¥  Resources ¥

Myapps *

Application credentials

Authentication keys
Client 1D:

Client Secret:

CloudpathTestAp
. i
ChentiD: Timgilipdyd | Created: Ma
Settings Auth Products Analytics Team members

FIGURE 20 Auth Tab Settings of Newly Created Application - Bottom Part of Screen

OAuth 2.0 settings

Taken time to live duration

Access token: 2 months

Authorized redirect URLs for your app

Qhuth 2.0 scopes

= Scopes define what your app can do on a user's behalf.

r_emailaddress

r_liteprofile

+ The QAuth consent screen will display descriptions to end users as they are seen below. Some
variation may occur if your app has a custom CAuth experience.,

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using LinkedIn for Third-Party Authentication
Setting Up Cloudpath for LinkedIn Authentication

16. Inthe OAuth 2.0 settings section, use the pencil icon to enter the Redirect URLs.

NOTE

These must be acceptable Redirect URLs and must include the full enroliment URL + "/linkedin". An example is: https://
jeff243.cloudpath.net/enroll/JackTest/Production/linkedin.

You obtain the "Redirect URL" during workflow creation when you add a step to "Authenticate to a third party." For more
information, refer to How to Add LinkedIn Authentication to the Workflow on page 20. (Figure 22 on page 21 shows the
Redirect URL, which appears once you have checked the "LinkedIn Supported?" box when adding the third-party authentication
step.)

You can add multiple URLs.

The following figure shows the Redirect URL section after adding a URL:

FIGURE 21 Redirect URL Added to LinkedIn Configuration

OAuth 2.0 settings

Redirect URLs:
» https://jeff243.cloudpath.net/enroll/JackTest/Production/linkedin

17. Click Update to save configuration changes to your application.

Make a note of your Client ID and Client Secret from Figure 19. You need this information to set up the LinkedIn authentication within Cloudpath.

Setting Up Cloudpath for LinkedIin Authentication

After the LinkedIn application is set up, you configure an authentication step in Cloudpath to prompt the user for the LinkedIn credentials.

What You Need to Configure Cloudpath for LinkedIn

e  LinkedIn application Client ID (API Key in previous versions)

e LinkedIn application Client Secret (Secret Key in previous versions)

How to Add LinkedIin Authentication to the Workflow

You can add a step to the enrollment workflow to authenticate a user by using the LinkedIn application.

1. Create an enrollment workflow for third-party authentication.

2. Add an enrollment step that prompts the user to authenticate through a third-party source. The Third-Party Authentication Setup page
allows you to specify which third-party sources are allowed as well as API information related to those sources.

3. Place the authentication step after the User Type option.

4. Enter the Name and Description of this configuration.

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
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Using LinkedIn for Third-Party Authentication
Setting Up Cloudpath for LinkedIn Authentication

5. Scroll down to the LinkedIn Configuration section, and check the LinkedIn Supported? box.

FIGURE 22 Cloudpath Third-Party Authentication Setup for LinkedIn

Linkedin Configuration

i Linkedin Supported?

Instructions: at hitps:ideveloper linkedin.com. From My Apps, create a now app for a website. You will need the Chent

i APl Key:

Secret Key:

1/ Redirect URL:

IR & ehauld B
URLs should be

hitps: e 243 cloudpath.netienrolliJack TestProductionMinkedin

6. Inthe API Key field, enter the Client ID from the LinkedIn Auth Tab Settings of Newly Created Application screen (refer to Figure 19 on
page 19).

7. Inthe Secret Key field, enter the Client Secret from the LinkedIn Auth Tab Settings of Newly Created Application screen(refer to Figure 19
on page 19).
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Setting Up Cloudpath for LinkedIn Authentication

8. Click Save. The LinkedIn authentication step is added to your enrollment workflow.

FIGURE 23 Cloudpath Workflow With LinkedIn Step Added

Configuration > Workflows
Workflows Status Enroliment Portal URL Last Publish Time
€  FProduction @ Published 5] fenroli’Anna43TestBVT/Production/ 20170427 1540 MDT
Properties Enroliment Process Look & Feel Snapshot(s) Advanced

»
Step 1 Require the user to accept the AUP Welcome Message and AUP LS X B

=
Step 2 Allmatchesin. | x # visitors | | EmPloyees LS = X =

=
Step 3 Authenticate the user via LinkedIn Authentication s X =

»
Result Move user to eng-Anna43 and assign cerlificate using Guest Policy Templat... Vs

User Experience for LinkedIn Authentication

When a user attempts to gain access to your network, they receive the LinkedIn authentication prompt during the enrollment process.

22

Cloudpath Enrollment System Third-Party Authentication Configuration Guide, 6.0
Part Number: 800-73661-001 Rev A
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Setting Up Cloudpath for LinkedIn Authentication

FIGURE 24 User Prompt for LinkedIn Authentication

RUCKUS™

an ARRIS company

T Leogin via LinkedIn

l n Use your existing Linkedin credentials to authentic ate to the
" network

After authenticating the user with their LinkedIn credentials, Cloudpath continues with the enrollment process and moves the user to the secure
network.
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Using Google for Third-Party Authentication

o Setting Up the GOOZIE APPIICATION. .....iiiiiie ittt et e et e e etae e e sabe e e aaeeesabae e sbeeessbeeesssaeaassseesssaeeessseeasseens 25
e  Setting Up Cloudpath for Google AUtheNTICAtION.........iiiiiiiiieieeee ettt ettt et s s e es 26

Setting Up the Google Application

Before configuring Cloudpath for Google authentication, you must set up the Google application.

What You Need To Set Up The Google Application

e  Google login credentials
e  Branding information for your application

e  Redirect URL for your application

Creating the Google Web Application Project
The steps given here are only very high-level to inform you what information you will need to collect from your Google project that is needed on the
Cloudpath Ul-side configuration. You need to refer to your Google developer's documentation for all the information about creating your
application.

Go to https://console.developers.google.com.

Sign in to your Google account.

1

2

3. Create and name your APl web-application project.

4. During creation of your application, you may see a field called "Authorized Javascript origins." Leave this field blank.
5

When you get to the "Authorized redirect URIs" field, the entry must be in this format: ${ENROLLER_URL}/enroll/google/, where $
{ENROLLER_URL} is the external URL to which the user is redirected. For multiple redirect URLs, enter one path on each line.

NOTE
To obtain the Redirect URI, when you are creating a workflow and you choose the "Authenticate to a third party" step and click
Next, scroll down to the "Google" section and click the "Google Supported ?" checkbox. The redirect URI appears.
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Setting Up Cloudpath for Google Authentication

6. At some point during the process, you will be notified of the following information that you need to take note of because you will need
this information for Cloudpath configuration:

e clientID

e client Secret

An example of one screen that provides you with this information is the following:

FIGURE 25 Client ID and Client Secret for Google Application

OAuth client

The client ID and secret can always be accessed from Credentials in APIs &
Services

@ oAuth is limited to 100 sensitive scope logins until the OAuth consent
screen is published. This may require a verification process that can take
several days.

Here is your client ID
291341063600-cap7kl5lamnalle]jjlp@8443e5kdso59. apps. googleusercontent. com r[]
Here is your client secret

-CmE2p7SgmDxDsuaded-8bKd 0

0K

Setting Up Cloudpath for Google Authentication

After the Google application is set up, you configure an authentication step in Cloudpath to prompt the user for the Google credentials.

What You Need to Configure Cloudpath for Google

e  Google application Client ID

e  Google application Client Secret

How to Add Google Authentication to the Workflow

1. Create an enrollment workflow for third-party authentication.

2. Add an enrollment step that prompts the user to authenticate through a third-party source.
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Using Google for Third-Party Authentication
Setting Up Cloudpath for Google Authentication

3. Select Create a new configuration.

The Third-Party Authentication Setup page allows you to specify which third-party sources are allowed as well as API information related
to those sources.

4. Enter the Name and Description of this configuration.

FIGURE 26 Google Third-Party Authentication Setup

5. Inthe Google Configuration section, check the Google Supported? box.
6. Read the instructions for creating a client key. Be sure that the URI in the Google application matches the instructions on this page.

7. Enter the Client ID and Client Secret from the Google application.

Note: These entries must match what is specified in the Google application.
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8. Click Save. The Google authentication step is added to your enrollment workflow.

FIGURE 27 Cloudpath Workflow

»

Step 1
»

Step 2
»

Step 3
=

Result

Configuration > Workflows

Workflows Status Enroliment Portal URL
&€  Production @ Fubiished 2] fenrolliAnnad3TestBVT/Production/
Properties Enroliment Process Look & Feel Snapshot(s) Advanced

Require the user to accept the AUP Welcome Message and AUP

Allmatchesin: | s # visitors | | EmPloyees | + 7

Authenticate the user via Google Authentication

Move user to eng-Annad3 and assign certificate using Guest Policy Templat...

Last Publish Time

20170427 1538 MDT

s X B
= X =
s X B

/

User Experience for Google Authentication

When a user attempts to gain access to your network, they receive the Google authentication prompt during the enrollment process.
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FIGURE 28 User Prompt for Google Authentication

—  Login via Gmail

Use your existing Gmail oredentials to authenticate to

the network.

After authenticating the user with their Gmail credentials, Cloudpath continues with the enrollment process and moves the user to the secure
network.
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Using Google LDAP Client as an
Authentication Server

If you use G Suite to manage your users with Google Directory, you can use Google LDAP as an authentication server for onboarding users to your
Cloudpath Enrollment System.

Prerequisites

Before you begin any configuration on the Cloudpath Ul, be sure you have the following:
o  Google LDAP client with access permissions as follows:

- Specify the LDAP client access level for verifying user credentials. When a user tries to sign in to the application, this setting specifies
which organizational units the LDAP client can access to verify a user's credentials. Users who not part of one of the selected
organizational units cannot sign in to the application.

- Specify the LDAP client access level for reading user information. This setting specifies the organizational units that the LDAP client
can access to retrieve additional user information.

- Specify whether the LDAP client can read group information. This setting specifies whether the LDAP client can read group details
and check a user's group memberships for purposes such as a user's role in the application.

o  Google LDAP client certificate zip file (which contains both the public and private keys). The certificate is used for encryption by the LDAP
service provider.

o  (Optional) Access credentials from Google LDAP client: If you will require Cloudpath to use the "Binding Username" and "Binding
Password" fields (Figure 29) in addition to the certificate to connect to the secure LDAP service you must generate access credentials.

NOTE
Refer to your G Suite LDAP documentation for information about setting up Google LDAP clients.

Configuration Steps

Follow these steps to configure the Google LDAP authentication server in the Cloudpath Ul:

NOTE
Because access credentials are optional, the configuration steps below do not include using the applicable fields: Binding Username,
Binding Password, and Lookup Bind Credentials.

1. Go to Configuration > Authentication Servers, and click Add Server.

2. Inthe next screen, where you select the type of Authentication server, scroll down and select the " Connect to LDAP" button, then fill in
the LDAP Host and DN fields as shown in the example below:
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FIGURE 29 Connect to LDAP Selection

(@ Connectto LDAP

Select this option to enable end-users to authenticate via LDAP (or LDAPS).

Required LDAP Information

i LDAP Host Idaps://idap.google.com 2
i’ DN de=cloudpath,dc=net g
i Bind Username: [ex. uid=bob,cn=users,dc=test,dc=cloudpath,dc=local]

i Bind Password:

i Lookup Bind Credentials: User v

1/ Search Filter: (&(objectClass=person)(uid={0}))

e  Connect to LDAP: Idaps://Idap.google.com

NOTE
Idaps://Idap.google.com is always the LDAP host name for G Suite LDAP client

o  DN: The distinguished name of the domain

If you are not using binding, leave the Bind Username and Bind Password fields empty, then click Save. The new LDAP server ("Jack Test
LDAP") is now added to the list of authorization servers, as shown in the example below:

FIGURE 30 LDAP Authentication Server Added

Configuration > Authentication Servers

> Server1: LDAP server Jack Test LDAP ® 7
> Server 2; SAML Identity Provider (IdP) Jack Test SAML o /
> Server 3 OAuth server LinkedIn, Facebook, or Gmail 7
> Server 4: Active Directory server Jack Test AD @ /‘
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Configuration Steps

4. Enter edit mode for the newly created LDAP server by clicking the pencil icon to the right of the server name.

5. Inthe ensuing Modify Authentication Servers screen, check the TLS Client Certificate box. When you check this box, the screen allows you
to upload the certificate using the "Define Certificate" button, as shown at the bottom of the following illustration:

FIGURE 31 Checking the TLS Client Certificate Button

(@ Connectto LDAP

Select this option to enable end-users to authenticate via LDAP (or LDAPS)

Required LDAP Information

Reference Name: Jack Test LDAP :
LDAP Host Idaps://idap.google.com

i’ DN dc=cloudpath,dc=net
Bind Username: [ex. uid=t =test,dec=cloudpath,dc=local

Bind Password:

i Lookup Bind Credentials: User ~
i Search Filter: (&(objectClass=person)(uid={0}))
i TLS Client Certificate g

No certificate defined - Press 'Define Certificate’ button below.

Actions: Define Certificate

6. Click "Define Certificate" to invoke the following screen, where you select the source of your certificate:
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7.

8.
9.

FIGURE 32 Selecting the Certificate Source

Certificate Source

(®  Upload a Certificate

Select the source of the LDAP Service certificate below.

Generate New Certificate Automatically

Configuration > Authentication Servers > Replace Certificate

Select this oplion if you have a LDAP Service cerlificale to upload

Select this option to generate a Ldap Service certificate automaticaily using the onboard centificate authority,

With the "Upload a Certificate" button selected, click Next. The following screen appears:

FIGURE 33 Screen for Uploading Certificates

i Public Key (PEM):

i/ Chaln (PEM or P7b):

i Private Key (PEM):

i| Private Koy Password:

¥ Upload by PEM Files

i/ Additional Chain (Optional):

i Additional Chaln (Optional):

Choose File

Choose File

Choose File

Choose File

Choose File

Configuration > Authentication Servers > Replace Certificate m m m

If & p12 file is not available, you may upload the individual components of the certificate. All files must be in PEM (Base64) format. If the private key is password-

protected, specify the password 1o, If the private key is not password-protected, leave the password blank,

No file chosen

No file chosen

Mo file chosen

No file chosen

Mo file chosen

Using the Public Key (PEM) field, click Choose File to upload your certificate (a .crt file).

Using the Private Key (PEM) field, click Choose File to upload your private key (a .key file). The screen should now appear as follows:
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FIGURE 34 Screen After Certificate Files Are Added

Configuration > Authentication Servers > Replace Certificate m m

¥ Upload by PEM Files

If a p12 file is not available, you may uplead the individual components of the certificate. All files must be in PEM (BaseB4) format. If the private key is password-

protected, specify the password too. If the private key is not password-protected, leave the password blank,

i/ Public Key (PEM): Choose File Google_2023_..08_1523.crt
i Chain (PEM or P7b): Choose File No file chosen

i Additional Chain (Optional): Choose File No file chosen

i Additienal Chain (Optional): Choose File No file chosen

i Private Key (PEM): Choose File Google_2023_...08_1523.key

i) Private Key Password:

10. Click Next. A message indicating success of the certificate upload briefly appears, and you are returned to the LDAP Configuration screen.
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FIGURE 35 LDAP Configuration Screen After Certificates Are Successfully Added

@ Connectto LDAP

Select this option to enable end-users to authenticate via LDAP (or LDAPS).

Required LDAP Information
Reference Name: Jack Test LDAP N
i/ LDAP Host Idaps://ldap.google.com .
i/ DN de=cloudpath,dc=net .
i Bind Username: jack@cloudpath.net
i Bind Password: o0es]
i’ Lookup Bind Credentials: User W
i Search Filter: (&(objectClass=person)(uid={0}))
i/ TLS Client Certificate J

Common Name: LDAP Client
Issuer Name: LDAP Client
Thumbprint: ES5777TEB27ET0518C7250D8D9CF76FEAF6430F3D
Serial Number: 00000000000000000000000000000171572d628c

Algorithm (Bits): SHA256WITHRSA (2048)

Actions: Replace Certificate Delete Certificate

11. If you are not using binding, you should remove any values that may have been placed into the Bind Username and Bind Password fields,
then click Save.

NOTE

As shown in the screen above, you can now view details such as thumbprint and serial number of the certificate, and you can also replace
or delete the certificate from this screen. To return to this screen later, go to Configuration > Authentication Servers and click the pencil
icon next to the sever to go into edit mode, then follow the instructions.

Testing

To test the connection to the LDAP server, do the following:

1. Go to Configuration > Authentication Servers and click the arrow to the right of the server name, as shown below:
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FIGURE 36 Testing Server Connection

Using Google LDAP Client as an Authentication Server

Next Steps

Configuration >

b3 Server 1;
> Server 2:
b Server 3:
b3 Server 4:

Authentication Servers

LDAP server Jack Test LDAP

SAML Identity Provider (I1dP) Jack Test SAML

OAuth server LinkedIn, Facebook, or Gmail

Active Directory server Jack Test AD

Add Server

®
@

NN N

\‘

2. Enter avalid Google G Suite LDAP client username and password, then click Continue. If the connection is good, a message will indicate

successful authentication.

NOTE

If the connection test fails, be sure that the Binding Username and Binding Password fields are empty (if you are not using binding) in the

LDAP configuration screen.

Next Steps

You can include the LDAP authentication server in a workflow. For more information about workflows, refer to the Cloudpath ES Deployment

Administration Guide.
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